WndopmManuoHHasi NaMATKA N0 BOPocam KHnOepoe30NMacHOCTH

B cerH «HTEpHED>

KoMmnbrorepHble BUPYCbI

KOMIIBIOTEPHBIA BHpYC - 9TO  PasHOBHAHOCTD KOMIIBIOTEPHBIX IIPOTPaAMM,
OTJIAYATENBHON OCOOEHHOCTBIO KOTOPOH SBISETCS CIIOCOOHOCTh K Pa3sMHOXXEHHIO
(KONUPOBAHHUIO). B JloTONHEHHe K STOMY, BUPYCBI MOTYT MOBPEWUTH WM MOJHOCTBIO
VHUUTOXKATh BCE (ailibl W JNaHHBIE, IOJIKOHTPOJIBHBIE TI0JIL30BaTeNIO, OT HMCHH
KOTOpOro ObuIa 3allylleHa 3apaxEHHas NMPorpamMa, a TaK)Ke IOBPEIWTh WA Jaxe
YHHYTOXWUTD ONEPALOHHYIO CHCTEMY CO BCEMH daitnamu B menoM. B OONBIIMHCTBE
Clly4aeB PaclpOCTPaHSIOTCS BUPYChI Yepe3 HHTEPHET.

MeToabl 3aIMTHI OT BPEJIOHOCHBIX MPOrpamMM:

1.  Hcronp3yiiTe COBpEMEHHBIE  ONEPAIMOHHBIC  CHCTEMEL, UIMEIOIIHe
CepbE3HBIN YPOBEHB 3aIIMTEI OT BPETIOHOCHBIX IPOTPaMM;

2. TIOoCTOSHHO yCTaHABIMBaWTe IaTIH (uudpoBBle  3aIUIATKH, KOTOPBIC
ABTOMATHYECKH YCTAHABIHMBAIOTCA C LEJBIO [OpabOTKK IIPOTpamMMbl) U Jpyrue
oGHOBIIEHHS CBOEH OmeparoHHoM crucTeMbl. CkaunBaiTe UX TOMBKO C 0(hHUIMATBHOTO
caifra paspaborunka OC. Ecim CymECTBYeT pexHM aBTOMATHYECKOr0 OOHOBIIEHHUS,
BKJIIOUMTE €I0;

3. PaGoraiiTe Ha CBOEM KOMIBIOTEpE IOJ MpaBaMu MOJIE30BATEN, a HE
aMUHHCTpaTopa. OJTO HE IO3BOJHUT GOJBIIMHCTBY BPENOHOCHBIX IIPOTPAMM
MHCTAUIMPOBATHCS Ha BAIllleM IIEPCOHATBHOM KOMIIBIOTEPS;

4.  Vcrmonp3yiiTe aHTHBHPYCHble MPOTPaMMHBIC —MPOIYKTEHI M3BECTHBIX
TIPOM3BOUTENEH, C ABTOMATHICCKUM oOHOBIIEHHEM 0a3;

5. OrpanuuTe QU3NUECKUA JOCTYI K KOMIIBIOTEPY AL [IOCTOPOHHMX JIUIL;

6.  Hcmnonp3yiiTe BHEIIHNE HOCHUTEIN MH(POPMAIMH, TaKie Kak (GIIemKa, I1CcK
vy (aitn w3 VHTEepHeTa, TOIBKO M3 IPOBEPEHHBIX HCTOYHUKOB;

7. He OTKpbIBaliTe KOMIIBIOTEPHBIE (AHIIBI, MONYYCHHBIC M3 HeHaIEXKHBIX
vcTounrKoB. Jlaxe Te (aiiibl, KOTOpble MpHCIAIM Balld 3HAKOMBIC. YTO4YHUTE,
OTIPABJISUL JIK OHH JAHHbIEC QAUIIBL.

Cetu WI-FI

C mnomompo WI-Fi MOXHO TOIYy4YUTh GecIUIaTHBI HMHTEPHET-IOCTYIl B

0GIeCTBEHHBIX MecTax: Kade, OTeNsX, TOProBhX UEHTPaX 1 a3poropTax. Tak xe WI-Fi
JBISeTCS OTIMYHOM BO3MOXKHOCTBIO BBIXOfa B VIHTEpDHET. Ho MHoOrme 3KCIEpThI

CUMTAIOT, uTo 0bmenocTynHsle Wi-Fi ceTh He sBIIOTCA 0e30IacHBIMH.



CoBeTbl N0 Ge30nacHocTH paGoThl B 001IENOCTYMHBIX CETAX Wi-fi:

1.  He nepenasaiiTe CBOIO JIMIHYIO HHGOPMALIMIO depe3 OOIIe0CTyIHbIE Wi-
Fi ceTi. Pa6oTas B HUX, XKeJaTelIbHO He BBOIUTH [1apOJIi IOCTYIIa, IOTMHAL 1 KaKue-1100
HOMEDPA;

2. Hcmons3yiiTe ¥ OOGHOBNANHTE aHTHBUPYCHBIC TIPOrpaMMbl H OparmMayap.
TeM caMbIM BbI 0Oe3omacuTe ce0s 0T 3aKauky BUpyca Ha CBOC yCTPOMICTBO;

3. Ilpu ucnons3oBanmu Wi-Fi oTkmounte pyukimo «OOmMA ROCTYI K
aitam 1 npuHTepam». JlanHas QYHKIUA 3aKpbITa 110 YMOJIYaHHIO, OJJHAKO HEKOTOPbIE
[10JIB30BATENM aKTUBUPYIOT €& AN yA00CTBa UCIIOJIB30BaHMUA B paboTe wih y4uebe;

4. He wcmons3yiite myOmumuneid WI-FI nms mepepatdu JIMHBIX JAHHBIX,
HATIPAMeD, ISl BBIXOZIa B COLUANIbHBIC CETA WK B SJICKTPOHHYO IOUTY;

5.  Vcmomp3yiiTe TOJBKO 3aIlUILEHHOE COCANHECHUE 1EPE3 HTTPS, a ve HTTP,
T.e. Ipu Habope Beb-anpeca BBOAUTE HMCHHO «https://»;

6. B mo6mipHOM TeledoHe oTkmounTe GyHKUMIO «IIoMKIOYeHHE K Wi-Fi
aBTOMaTHUecKu». He momyckait aBTOMaTHYECKOTO IMOAKIIOYCHUA yCTPOWCTBA K CETAM
Wi-Fi 6e3 Baiero coriacusi.

ConuaJjbHble CETH

ComnuanbHas CeTh - 3TO CaiT, KOTOPBIA MPENOCTAB/SAET BO3MOXKHOCTL JIHOMAM
OCYLIECTBIATH OOLIEHHE MeX/y CO00H B HHTEPHETE. Yame BCero B HUX IS KaXJI0TO
qeoBeKa BBIENAETCS CBOS JIMYHAS CTPaHMYKa, HA KOTOPOW OH YKasblBaeT O cebe
pasnuuHyro HHGOpMALMIO, HauMHast OT MMCHH, GaMuIMH U 3aKaH4MBas JMIHBIMH
doTorpadusiMu. MHOTHE OIB30BATENN HE IOHUMAIOT, 9TO nH(bOpMaIHs, pa3MeIleHHas
MMH B COIMABHBIX CETSAX, MOXKET OBITh Hal/ieHa M UCIONB30BaHA KEM yroJHO, B TOM
qucie He 0053aTeNbHO ¢ OIaruMu HaMepEeHUAMHU.

OCHOBHBbIE COBEThbI 10 §€30NMACHOCTH B COIHAJIbHBIX CETHX:

1.  OrpaHuuTe CIIMCOK Jpy3edl. Y Bac B APY3bsX HE AOIDKHO OBITH CITy4alHbIX
1 HE3HAaKOMBIX JIFOJIEH;

2 3ampaiiTe CBOIO 9aCTHYIO wu3Hb. He ykasbiBaliTe Mapoily, TeepOHBL,
ajipeca, JIaTy CBOErO POXKIEHHUSA U APYTyHO JMYHYIO uHGOpMaLHIO. 3I0yMbIIIICHHAKHA
MOTYT MCIIONB30BaTh Jaxe UH(GOPMAIMIO O TOM, KaK Bbl H Ballld OJIM3KHe TUTAHUpYeTe
IIPOBECTU KaHUKYJIbI;

3.  3amminaiiTe CBOIO PEIMyTaLHIO - ACPKUTE €€ B YUCTOTE U 3ajaBaiite ce0e
BOIIPOC: XOTeNH OBl BbI, YTOOBI APyrHe IOB30BATEIM BHCIH, HTO BEI 3arpyxaere?

TloxyMmaiiTe, IPeX e YeM YTO-TO OIyOIMKOBATh, HAIIUCATE U 3aTPYy3UTE,



4.  Ecnau BBl FOBOPHTE C JIFOABMH, KOTOPBEIX HE 3HAETE, HE UCIOJB3YyHTe CBOE
peabHOe UM 1 IPYTYIO JTMYHYI0 HHQOPMALIMIO: HMS, MECTO JKUTENLCTBA, MECTO PadOThI
(y4eOb1) 1 poyee;

3 3Geraiite pasmemienus Gpororpaduii B IHTepHETe, Tie BBl H300paeHbl Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIIPENEIUTh Ballle MECTOIIOJIOKECHUE,;

6.  Ilpu perucrpanyy B COLHAIBHOMN CETH HEOOXOIMMO HCIIOIb30BATh CTI0KHEIE
TIapOJIH, COCTOsIIME U3 OYKB U AP U ¢ KOIMIECTBOM 3HAKOB HE MeHee &;

(4 JIyist COLMANBHOM CETH, TIOYTHI U JPYTUX CAHTOB HEOOXOAUMO KCIIONIB30BATh
pasHble mapoii. Torzma, eciy Bac B3JIOMAlOT, TO 3JIOYMBIIUICEHHUKH IIOJIY4aT NOCTYII
TOJIKO K OJTHOMY MECTY, a He BO BCE Cpasy.

DJIeKTPOHHbIE IeHbIH

DJIeKTPOHHBIE JEHBMM — OTO O4YeHb YIOOHBIA C€Ioco0 IUIaTeXxed, OIHAKO
CYILIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT IOJYYUTh 3T ACHBIU.

DJEeKTPOHHBIE JEHBIM IMOSBUIMCH COBCEM HETABHO M UMEHHO HU3-3a 3TOr0 BO
MHOI'HX FOCYJapCTBax A0 CHUX IOp HE IPONKCAHO IIPO HUX B 3aKOHAX.

B Poccun xe OHM (QYHKIIMOHHPYIOT U O HHUX yXK€ IIPONKCAHO B 3aKOHE, I UX
paselsiOT Ha HECKOJBKO BHJIOB - aHOHMMHBIE U He aHOHWMHbIE. PasHHIIA B TOM, YTO
AHOHHUMHBIE - 3TO T€, B KOTOPBIX Pa3pellaeTcs IPOBOAUTS OIlepali 6e3 HIEHTHOUKAIUH
MOJIb30BATENs, @ B HE QHOHHMHBIX WICHTU(UKAUH IIOJIB30BATENS SBISICTCS
00s13aTeNbHOMN.

Takxe CHefyeT pa3NWuaTh OJIEKTPOHHbIC (GHaTHBlE J€HBIHM  (PaBHBI
rOCY/JapCTBEHHEIM BAJIIOTaM) ¢ OJICKTPOHHbIe He(pMaTHBIE JEeHbIH (HE paBHBI
roCyJapCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI MO 0e30macHOi padoTe ¢ 3JIeKTPOHHBLIMH AeHbIaMH:

1. I[TpuBsKHTE K CUeTy MOOMIBHBIHN TesieoH. DTO caMblil yIOOHBIH U OBICTPBIi
croco® BOCCTAHOBHTH JOCTYIH K cueTy. [IpuBs3aHHbIN TeneoH HOMOXKET, €Clii 320y aeTe
CBOM ITaTEeXHBIN I1apOoJIb WK 3aiiieTe Ha CaliT C HE3HAKOMOTO YCTPONCTBA,;

2 Wcnons3yiite omHopa3oBele mapoid. Ilociae mepexona Ha YCHICHHYIO
aBTOPHU3AIMIO BaM Yy)Xe He OyJeT yrpoXXaTh ONACHOCTh KpaXd WK Iepexsara
IUTATEXKHOTO [1apoJIs;

3.  BeiGepure cnoxHbId mapons. IIpecTynmHukam OyZeT HENpPOCTO yraiarth
CIOXKHBIH mapons. HajexHble Mapoiii — 3TO IapojHd, KOTOPhIE COEpXar He MeHee 8
3HAKOB W BKJIFOYAIOT B ce0s CTPOYHBIE W IPOIKCHBIE OYKBBI, IMQPBI U HECKOJIBKO
CHMBOJIOB, TaKMe KaK 3HaK JoJuiapa, GyHTa, BOCKINNATEIbHBIMA 3HaK U T.11. Hampuwmep,
StROng!;

4.  He BBoaUTE CBOM JIMYHBIE JaHHBIE HA CAWTaX, KOTOPEIM HE JOBEpsieTe.



JJeKTPOHHANA MoYTA

DNeKTPOHHAs [0YTa — 3TO TEXHOIOTMI 1 IpenoCTaBlIseMble €10 YCIyrH MO
epechbUIKe ¥ TMOJYYEHHIO SICKTPOHHBIX COOOIIEHNH, KOTOpBIE PacIpeletoTCsa B
KoMmbroTepHo# ceT. OOBIMHO 3JIEKTPOHHBII TTOYTOBBIA AMMUK BBILJHIUAT ClIe Ly FOLIUM
oOpa3om: ¥MsI_TIONb30BaTeNs(@HUMsA_JIOMCHA. Taxxe KpoMe Mepefiadu MPOCToro TeKCTa,
AMeeTCs. BO3MOYKHOCTb TIepeaBaTh Gaubl.

OcHOBHBIE COBETHI 110 GesonacHoil paboTe ¢ 3JIeKTPOHHOi MOYTOi:

1. Hamo BbIOpaTh MHPABUIBHBIN moutoBeiii cepsuc. B VIHTepHeTe €CTh
OrpoMHBI BBIOOp OECIUIATHBIX TOYTOBBIX CepBUCOB, OJHAKO JIydIle NOBEPATH TEM,
KOTOPBIX BBI 3HACTE M KTO U3 HUX HepBbIil B pEUTHHIE;

2. He yxa3spiBaiiTe B JIMYHOU IIOYTE JTHIHYIO uHpopmanyro. Hampumep, JTyiie
BBIOpaTh «My3BIKTBHBI_(QaHaT(@» Ui «pok2013» BMECTO «pomal3d»;

3.  Hcronp3yiiTe ABYX3TAmHylO aBTOPHU3AIHIO. D10 KOorja MOMHMO MapoJist
HY>KHO BBOJHTH KO, IPHCHUIAEMBIH 110 SMS;

4.  Bpibepure CIOXKHBIH apOIIb. JIJ1s1 KaXKIOTO OYTOBOTO ALIMKA T0JDKCH OBITH
CBOI HAIE)KHBIH, YCTOHYMBEIN K B3JIOMY IIapOJIb;

3. Eciu ecTh BO3MOXKHOCTH HAalUCaTh CaMOMY CBOM JIMYHBIM BOIPOC,
HCIIONB3Y#Te 3Ty BO3MOXKHOCTB;

6.  Mcmonp3yiiTe HECKOJBKO TIOYTOBBIX AMINKOB. I[lepBBIii s YaCTHOM
TeperuCKy C afipecaTaMy, KOTOPEIM BBl oBepsieTe. DTOT ANEKTPOHHBIH afpec He Ha/lo
MCIIOIB30BATH IIPH PETHCTpAIliH Ha (pOpyMax U caifTax;

7. He orkpsiBaiiTe Galinbl U APyrue BIOXKCHUS B MUCHhMax JaKe €CJIU OHHU
[IPHUIIUTH OT BAIIMX APY3eH. JIydine yTOYHH, OTIIPABIIAIN JI1 OHU BaM ST Gbailner,

8. Tlocne OKoHYaHHS paCOThl Ha IOYTOBOM CEPBUCE IEPEl 3aKpBITUEM
BKJIAIKHA C CAUTOM HE 3a0yIpTE HAXXATh HA «BrIATI?.

Ku6epOy/JIMHI HJIH BUPTYaJbHOC H3eBaTeJbCTBO

Ku6epOyUIHHT — MPECIeN0BaHNe COOBIIEHUAMH, COJEPIKALMMH OCKOPOJICHHL,
arpeccuro, 3allyTMBaHUe; XyIHUTaHCTBO; coLManpHoe OOWKOTHPOBAaHUE C TMOMOILBIO
Pa3NMYHBIX MHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pbOe ¢ KnOepOyLTHHIOM:

R He 6pocaiitece B OOH. Vcmokolirech. Eciu Bbl Ha4yHETe OTBEYATh
OCKOpPOJIEHHMSIME Ha OCKOPO/IeHH!S, TOIBKO GONbILE PA3ONIKETE KOHPIHKT;

2.  VYmpasisiite cBOeH KHOeppemyTaluei;

3. AHOHMMHOCTB B ceTd MHHMAasl. CyIIEeCTBYIOT CII0COOBI BEIICHUTH, KTO CTOUT

332 QaHOHUMHBIM aKKayHTOM;



4. He CTOMT BECTH XyJTMTaHCKHi 00pa3 BAPTyalbHOM JXu3HU. VIHTEpHET

dukcupyeT BCe Balld meicTBUSL M COXpaHseT uX. Vaanmuth UX OyneT KpaiHe

3aTpyIHUTEIBHO;
5. Bemute ce0sl BEXKIUBO;
6. Hrnopupyire enuuuuHbll  HeraTuB. (OHOPa3sOBbIC OCKOpOUTEIbHBIC

cOOOImeHus JTydllle HTHOPUPOBATE. OG6BIYHO arpeccHs IpeKpaaeTcs Ha HavaJbHOU
CTa/luy,

7.  OrpaHudTe IOCTYI arpeccopy. B mporpammax oOMeHa MIHOBEHHBIMH
COOGIIEHUSMY, B COLHMAIBHBIX CeTSX €CTb BO3MOXKHOCTE OJIOKMPOBKU OTIPaBKH
COOOIIEHUN ¢ ONPEEIEHHBIX aipeCOB;

8. Eciu BB cBAIeTeNs KuOepOymuHra. Bamm NeCTBHS: BBICTYIIUTh NPOTHB
mpeciejioBaTeNs, IOKasaTh €My, HTO ero JeiicTBUSL OLCHUBAIOTCS HETaTHBHO,
TOEPKATh KEPTBY, KOTOPOH HYKHa IICHXONOrMIECKa ITOMOIIIb.

Mo6uabHbl TeaedoH

CoBpeMeHHble CMApTHOHBI ¥ TUIAHIICTE COACPKAT B ceOe BIIOJNHE B3POCIBIH
(yHKIIMOHAJ, ¥ TeTepb OHH MOTYT KOHKYPUPOBATH CO CTallMOHAPHBIMU KOMIIBIOTEPAMHU.
OJHAKO, CPECTB 3AILUTHI JUTS TIOX00HBIX YCTpPOMCTB IOKa O4SHb MAJIO. TecTUpoBaHKE U
[IOMCK YA3BMMOCTEH B HUX NPOUCXOIUT HE TaK MHTEHCHUBHO, KaK Ul IEPCOHAIBHBIX
KOMIIBIOTEPOB, TO XK€ CaMoe KacaeTcs U MOGWIBHBIX TIPUIOKEHHUH.

CoBpeMeHHble MOOMIBHBIE Opay3ephl yXe IIPAKTHYECKU JOTHAIH HACTOJBHBIC
AHAJIOTH, OJ{HAKO paciIipeHre QyHKIHOHa BICUCT 34 c060i1 GOJIBIIYIO CIIOKHOCTE U
MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaeko He BCE IIPOM3BOJMTENH BBITYCKAOT OOHOBJIEHHS, 3aKpHIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JUISL CBOMX YCTPOHCTB.

OCcHOBHBIE COBEThI /1J151 6€30MaCHOCTH MOOHILHOIO Tesedona:

1.  BympTe OCTOPOXKHBI, Bellb KOT/ia BaM MPe/UIarator OecIUIaTHBIN KOHTEHT, B
HEM MOTYT OBITH CKPBITHI KaKie-TO IIATHBIC yCIIyTH,

2 Jymaiite, pex e YeM OTIPaBUTh SMS, ¢oTo wiu Breo. Bl TOYHO 3HACTE,

r7e oHu OyIyT B KOHEUHOM urore?

3. Heo6x0qumMo0 OOHOBISATE ONEPAMOHHYIO CUCTEMY BalleTo cMmapTdona,
4.  Vicronp3yiiTe aHTUBHMpPYCHBIE IIPOTPAMMBI LIS MOOWJIBHBIX TeTIE(QOHOB;
5. He 3arpyaiiTe IpHIOXKEHHS OT HEM3BECTHOTO HCTOIHMKA, BEAL OHHU MOT'YT

COLCPKATh BpPEIOHOCHOC IIporpaMMHOC o0ecIeueHuE,;

6. [Tociie TOro Kax BB BBIHETE C calTa, [i¢ BBOAUIN JIMIHYIO UHGOPMALIHMIO,

3aliiuTe B HACTPOUKH Opay3epa H yHaiu cookies;



T [Tepuoau4uecKu TpoBepsiiTe, KaKWe IUIATHBIE YCIYTH aKTHUBHPOBAHbl Ha
BaIeM HoMepe MOOUIIEHOTO TenedoHa;

8. JlaBaiiTe CBOM HOMEP MOOMJIBHOTO TejJe(dOHa TOJIBKO JIIOIIM, KOTOPBIX BbI

3HaellTe U KOMY JOBEPACTE,

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOrja Bbl UM HE none3yerech. He
3a0pIBaiiTe MHOIIA MPOBEPATH ITO.

@OuUIIHHT WIH Kpasa JHYHbIX JaHHbIX

I'TaBHAs Ueib Qumuara - Buja MHTepHeT-MOMEHHIYeCTBa, COCTOUT B IIOJTyYeHUH
KOH(UASHINATBHBIX JaHHBIX ojp3oBaTeNell — JIOTMHOB | mapoieil. Ha aHrmmickom
s3pike phishing uuTaeTcs Kak QUIIMHT (ot fishing — prIOHas J0BI, password —
1apoJib).

OcCHOBHbIE COBEThI 10 60pb0e ¢ PUIIHHIOM:

” CrieiTe 3a CBOMM aKKayHTOM. ECIM BBI [IOZI03PEBAETE, YTO BAllla aHKCTA
GeUla B3JIOMaHa, HEoOXOIMMO 3a0JIOKHpOBAaTh €€ H COOOLUTh aIMUHHCTpPATOpPaM
pecypca 00 3TOM Kak MOXHO CKOPee;

2. Wcmoms3yiite Ge3omacHble BeO-CaUThl, B TOM YHCIIS, HHTEpHET-Mara3uHoB U
[IOMCKOBBIX CUCTEM;

3 Vcrionp3yiiTe CIOXHBIE W PasHBIE MapoJd.’ TakuM oOpazoM, eclu
37I0YMBIIITEHHUKY B3JIOMRIOT Ball aKKayHT, TO MOIyHdaT AOCTYII TOJIBKO K OJIHOMY
BalIeMy TPOQUIIO B CETH, a HE KO BCEM;

4. FEciom Bac «B3IOMAIW», HEOOXOOMMO IIPEXYIMpPEIUTH 00 3TOM BCEX
3HAKOMBIX, KOTOpbIE 06aBICHBI y Bac B JPy3biX, TaK Kak, BO3MOXHO, HM OT BaIlero

HUMCHHU 6y)1eT paccbUIaTbCA cIiaM U CCBIJIIKHK Ha (bl/IHII/IHI‘OBBIe CalThI;

R VcraHoBuTe HanexHsii mapons (PIN) Ha MOGHIBHBIH TeneoH;
6.  OTKIIOYUTEe COXpaHeHue mapos B 6paysepe;
7.  He orkpsiBaiiTe (Qailiasl ¥ Apyrue BIOXKEHHS B HHCHMaX AQXE CCJIH OHU

[PHIILTA OT BAallKX Apy3ed. Jlydie yTodHuTe, OTIPABIAIH 1 BaM STH (haitsl.



